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(v) From subsection (e)(4)(l) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.
NGA will, nevertheless, continue to
publish such a notice in broad generic
terms, as is its current practice.

(vi) Consistent with the legislative
purpose of the Privacy Act of 1974, NGA
will grant access to nonexempt mate-
rial in the records being maintained.
Disclosure will be governed by NGA'’s
Privacy Regulation, but will be limited
to the extent that the identity of con-
fidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal or
civil violation will not be alerted to
the investigation; the physical safety
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will
not be violated; and that the disclosure
would not otherwise impede effective
law enforcement. Whenever possible,
information of the above nature will be
deleted from the requested documents
and the balance made available. The
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated in this paragraph.
The decisions to release information
from these systems will be made on a
case-by-case basis.

[66 FR 52681, Oct. 17, 2001, as amended at 67
FR 55724, Aug. 30, 2002]
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§321.1 Purpose and applicability.

(a) This part establishes rules, poli-
cies and procedures for the disclosure
of personal records in the custody of
the Defense Security Service (DSS) to
the individual subjects, the handling of
requests for amendment or correction
of such records, appeal and review of
DSS decisions on these matters, and
the application of general and specific
exemptions, under the provisions of the
Privacy Act of 1974. It also prescribes
other policies and procedures to effect
compliance with the Privacy Act of
1974 and DoD Directive 5400.111.

(b) The procedures set forth in this
part do not apply to DSS personnel
seeking access to records pertaining to
themselves which previously have been
available. DSS personnel will continue
to be granted ready access to their per-
sonnel, security, and other records by
making arrangements directly with the
maintaining office. DSS personnel
should contact the Office of Freedom of
Information and Privacy, DSSHQ, for
access to investigatory records per-
taining to themselves or any assistance
in obtaining access to other records
pertaining to themselves, and may fol-
low the procedures outlined in these
rules in any case.

§321.2 Definitions.

(a) All terms used in this part which
are defined in 5 U.S.C. 552a shall have
the same meaning herein.

(b) As used in this part, the term
agency means the Defense Security
Service.

§321.3 Information and procedures for
requesting notification.

(a) General. Any individual may re-
quest and receive notification of
whether he is the subject of a record in
any system of records maintained by
DSS using the information and proce-
dures described in this section.

1Copies may be obtained via internet at
http://web7.whs.osd.mil/corres.htm
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